This is fertile ground for hackers. OT networks are prime targets for nation-state attackers because they are often run by organisations operating critical infrastructure (such as electricity generation and distribution, transportation and so on), or that are intrinsic to a nation\'s economic wellbeing, such as manufacturing.

IoT devices offer rich pickings too. They can be targets in themselves -- all manner of miscreants can find ways of profiting from hacking Internet-connected CCTV cameras, for example. But they can also be a tool for the attackers, enabling them to carry out other forms of mischief. And indeed, Nozomi\'s report, which covers its observations of bad things happening in the OT/IoT space in the first half of this year, shows new and modified botnets built using compromised IoT devices as one of the fastest-growing categories of attack, as threat actors exploit the rapid uptake of such devices on operational networks.

IoT botnets first came to everyone\'s attention in the latter half of 2016 with the emergence of Mirai. Alas, lessons do not seem to have been learned. The issues that made Mirai-based botnets possible are still with us. They include the adoption of IoT devices -- including within critical or sensitive OT environments -- without much consideration for security. Often the devices are deployed with default authentication credentials. In some cases, credentials are hard to change. And many IoT devices do not contain the necessary hardware or software stacks to implement adequate security.
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Mirai is still with us, reports Nozomi, although in many new forms. The creator released the source code and it has been enthusiastically adopted and adapted by many attackers.

"While variants use the same code base as the original Mirai blueprint, what differentiates them is the use of new remote exploits that broaden the spectrum of infected devices," says the report. "Due to the way these botnets propagate over time, different variants tend to target the same set of devices. This means botnet attackers now must implement strategies to prevent a newly infected target from being compromised by a competing botnet."

Dark Nexus, a kind of love child of Mirai and Qbot, emerged in April 2020 and is in active development, with its creators issuing regular updates. Like Mirai, it uses infected devices to mount distributed denial of service (DDoS) attacks. But it\'s not without sophistication.

"From a technical point of view, what stands out about Dark Nexus when compared to competing botnets is the elaborate mechanisms it uses to profile the processes running on the infected device," says the report. "The goal of these mechanisms is to identify suspicious processes that might hinder the smooth execution of the malware."

Nozomi also highlights Mukashi, LeetHozer, Hoaxcalls and Mozi.m as examples of IoT malware that are finding increasing popularity among attackers.

Of course, organisations with OT networks are not immune to the threats facing all enterprises. In fact, they may find themselves being especially popular targets for common forms of attack. And, perhaps inevitably, ransomware tops the list here.

It\'s been a while since ransomware operators switched their focus from attacking individuals to going after organisations. The attacks are becoming more targeted and in choosing potential victims the criminals are looking for one characteristic above all others -- organisations that simply can\'t manage without their computers. This is why the healthcare sector has been hit so hard and it also explains why the bad guys so often pick firms running critical infrastructure or companies in areas like manufacturing where downtime is horribly expensive. The temptation to pay the ransom, even when you think you might be able to recover from back-ups, must be huge for such organisations. And there is now the added complication of the tactic recently adopted by ransomware attackers of stealing the encrypted data for further blackmail or exploitation.

Nozomi highlights Maze, Ryuk, DoppelPaymer, Sodinokibi and SNAKE/EKANS as the most prevalent and pernicious ransomware families being used to go after large organisations.

The report also delves into threats that, again, are being experienced by all types of organisation -- such as malware exploiting Covid-19 themes. But something that is special to the OT world, and still as horrifically vulnerable as ever, is the Industrial Control System (ICS). These devices, says the report: "Typically include many devices, both legacy and new, that are insecure by design. Over the last 10 years, since the ground-breaking Stuxnet attack, industrial and OT networks have increasingly become the target of threat actors. Exploiting OT and IoT device vulnerabilities is a significant strategy for these attacks."

When it comes to exploits, old favourites such as buffer overflows, improper access controls, improper input validation, uncontrolled resource consumption and even cross-site scripting remain common vulnerabilities.

Better network visibility and monitoring are key to tackling all these problems, says Nozomi. And with the IoT/IIoT wave only gaining in strength, there\'s a need to act now.

The report is available here: <https://info.nozominetworks.com/ot-iot-security-report-1h-lp-0>.
